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Daily Overview

BTCC Financial News reports the record−setting pace of new personal bankruptcies has
continued this year, rising 7.4% in the 12 months ending March 31, pushed by an ongoing
sluggish economy and the effects from the consumer spending binge of the 1990s.  (See item
6)

• 

Bloomberg News reports the U.S. Government will provide $2.3 billion in financial aid to 66
airlines under a law intended to help offset losses related to the Iraq war.  (See item 8)

• 

Silicon Valley reports the nation's computer systems that operate electricity grids, phone
systems, and other critical infrastructure remain vulnerable to cyber attacks.  (See item 23)

• 

DHS/IAIP Update Fast Jump

Production Industries: Energy; Chemical; Defense Industrial Base

Service Industries: Banking and Finance; Transportation ; Postal and Shipping

Sustenance and Health: Agriculture ; Food; Water; Public Health

Federal and State: Government; Emergency Services

IT and Cyber: Information and Telecommunications; Internet Alert Dashboard

Other: General; DHS/IAIP Web Information

Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: Elevated, Cyber: Elevated
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − http://esisac.com]

1. May 15, Platts Global Energy News — U.S. DOE calls 'dirty bomb' report flawed. The
Department of Energy (DOE) today disputed a General Accounting Office report criticizing the
DOE's ability to identify, control and dispose of low−level nuclear materials that could be used
in "dirty bombs." DOE issued a statement calling the GAO report "flawed" because it did
not "fully consider" the department's "substantial progress as well as a major
interagency initiative" with the Nuclear Regulatory Commission to reduce such risks. The
report, released Tuesday, asserts that securing such nuclear materials −− which were used in
medicine, agriculture, research and industry in the United States −− is "not a priority" for DOE
and "not even fully funded" by the department. DOE in conjunction with the Nuclear
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Regulatory Commission has recovered and secured 6,000 sources of such material,
including 1,600 sources in FY−03. DOE said both before and after the September 11 terrorist
attacks, when fears heightened that a fanatic might combine explosives and nuclear materials,
the department recognized the need to step up protective efforts for security reasons. The GAO
report is available at http://www.gao.gov.
Source: http://www.platts.com/stories/nuclear3.html

2. May 14, Reuters — Texas utility warns of higher summer power bills. City Public Service
(CPS) of San Antonio has warned that a hot summer, steep natural gas prices and an extended
outage at a Texas nuclear plant will mean higher bills this summer for its more than half a
million electric customers in the state. The utility, in a statement issued Tuesday, said the
factors are expected to cause a 30 percent jump in the average residential electric bill this
summer. CPS said the projected cost of natural gas is more than 60 percent higher than last
year. While plenty of gas exists to meet summer demand, concerns over supplies next
winter have raised the price. CPS said it uses cheaper fuels like coal and nuclear as much
as possible to generate electricity, but warned it will need to run more gas−fired plants
than usual to meet the summer power demand because of an extended repair outage at
one of the two reactors at the South Texas Project nuclear power plant. During the outage,
CPS will receive only 14 percent of its electricity, or 350 megawatts, from the South Texas
plant, its cheapest source of electricity. Typically, the company receives 700 MW from the
plant, located near Bay City. South Texas Unit 1 was shut after operators found boric acid
deposits on the bottom of the reactor vessel. Plant operators expect to have the plant back in
service by late summer, pending Nuclear Regulatory Commission approval.
Source: http://hsweb01.screamingmedia.com/PMA/pma_newsarticle1_natio
nal.htm?SMDOCID=reuters_pma_2003_05_14_eng−reuters_pma_TEXAS
−UTILITY−WARNS−OF−HIGHER−SUMMER−POWER−BILLSa>

3. May 14, Bloomberg News — U.S. Midwest power prices rise on increased natural gas costs.
Wholesale electricity in the U.S. Midwest rose for the first day in four as higher
natural−gas prices raised fuel costs for some generators and lower temperatures spurred
demand for heating. Wholesale power for delivery tomorrow in Cinergy Corp.'s system in
Ohio and Indiana gained $1.92, or 6.6 percent, to $31 a megawatt−hour at 10:14 a.m. local
time, according to Bloomberg data. The average price for Midwest natural gas, used to
generate up to a fifth of the region's electricity, yesterday increased 6 cents, or 1 percent,
to $5.81 per million British thermal units, according to Bloomberg data. It was the highest
average price since March 11.
Source: http://hsweb01.screamingmedia.com/PMA/pma_newsarticle1_natio
nal.htm?SMDOCID=Bloomberg_2003_05_14_1052957377391Set=0

[Return to top]

Chemical Sector

Nothing to report.
[Return to top]
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Defense Industrial Base Sector

4. May 15, Government Computer News — House committee passes DOD funding measure.
The House Armed Services Committee Wednesday approved a fiscal 2004 authorizations
bill that recommends $400.5 billion in funding for the Defense Department and the
national security programs of the Energy Department. In passing HR 1588, the National
Defense Authorization Act for Fiscal Year 2004, the committee supported most of of the
recommendations in President Bush's budget proposal. "This bill bolsters our national
security by striking a balance between modernizing our existing forces and investing in
so−called transformational capabilities," said Rep. Duncan Hunter (R−CA), chairman of the
committee. The committee recommended $10.9 billion for Defense science and technology
programs so the military can keep a technological edge over enemy forces, Hunter said. The
committee also increased by $27 million the E−8C Joint Surveillance and Target Attack
Radar System (JSTARS), recommending it be funded at $63 million for 2004.
Source: http://www.gcn.com/vol1_no1/daily−updates/22086−1.html

5. May 14, Environment News Service — Commercial U.S. satellites to serve military
purposes. Due to the loosening of government restrictions on the collection and sale of
commercial satellite imagery, hardware, products and services, commercial remote
sensing satellites will provide images and data to the U.S. military as well as to other
government agencies. President George W. Bush has authorized the new national policy which
establishes guidance and implementation for commercial remote sensing space capabilities. The
government will rely to the "maximum practical extent" on U.S. commercial remote sensing
space capabilities to serve "military, intelligence, foreign policy, homeland security, and civil
users," the White House Office of Science and Technology Policy said in a statement Tuesday.
To date, U.S. military branches and government agencies such as the National
Aeronautics and Space Administration (NASA) and the National Oceanic and
Atmospheric Administration (NOAA) have provided the United States with its remote
sensing capabilities from space.
Source: http://ens−news.com/ens/may2003/2003−05−14−04.asp

[Return to top]

Banking and Finance Sector

6. May 15, BTCC Financial News — Personal bankruptcies continue record pace. The
record−setting pace of new personal bankruptcies has continued this year, rising 7.4% in
the 12 months ending March 31. The upward trend had been expected to continue this year in
a sluggish economy and as the effects still linger from the consumer spending binge of the
1990s. As is normally the case, most bankruptcy filings were by individuals. The data
compiled by the Administrative Office of the U.S. Courts show that new bankruptcy
filings by individuals totaled 1,573,720 in the 12−month period − a new record − up from
1,464,961 in the 12 months ending March 31, 2002. The number of new business
bankruptcies fell by 5.8%, to 37,548 from 39,845. Consumer debt has reached record levels in
recent years. But Federal Reserve data showed that consumers became more cautious users
of credit last year, expanding their borrowing at the slowest pace in a decade. The rise in
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credit card and other revolving debt was the smallest increase since the Fed began
keeping records in 1968. Consumer borrowing rose by just 3.3% in 2002, a marked slowdown
from the 6.9% increase posted in 2001.
Source: http://worknews.pwpl.com/content/btcc/btcc%200503/b051503s5. htm

[Return to top]

Transportation Sector

7. May 15, International Organization for Standardization — ISO to map out standards for
freight container security . ISO (International Organization for Standardization) and the
Strategic Council on Security Technology have signed a Memorandum of Understanding
(MoU) to map out the standards needed for the improvement of security and productivity
of ocean container shipments. Under the MoU, ISO's technical committee ISO/TC 8, Ships
and marine technology, will work together with the Strategic Council on Security Technology
in an effort to further their Smart and Secure Tradelanes (SST) initiative, the world's largest
public−private initiative to improve the end−to−end security and efficiency of container
transportation. The cooperation will serve as the foundation for the international pilot program
launched by the ISO technical committee aimed at addressing security gaps as well as
proposing solutions to those security concerns through the development of standards for the
international trade community. As part of their cooperation, ISO's technical committee on ships
and marine technology will examine the technologies, processes, business practices, data and
operational results of the initial phase of the SST initiative as it has been implemented in over
12 of the world's busiest tradelanes. In exchange, the technical committee will baseline
current practices, identify security gaps and propose standards−based solutions that
address the security concerns over the movement of cargo containers. For the full text see:
http://www.scst.info/press.html
Source: http://www.iso.ch/iso/en/commcentre/pressreleases/2003/Ref85 2.html?printable=true

8. May 15, Bloomberg News — Government to provide finanaical aid to airlines. Delta Air
Lines will receive $390.1 million this week from the federal government, the largest
payment in a group made to 66 airlines under a law intended to help offset losses related
to the Iraq war. American Airlines, part of the AMR Corporation, will receive the
second−largest sum, $361 million, followed by United, part of the UAL Corporation, at $300.2
million, the Transportation Security Administration said. The aid payments, which total $2.3
billion, will be electronically transmitted to airlines in the next two days, said Robert
Johnson, an agency spokesman. The money is being distributed in proportion to the amount
airlines have paid for security since February 2002, the agency said. The security administration
has until Friday to distribute the aid. The aid is part of a $79 billion measure to pay for the
costs of the Iraq war. Airlines sought the aid when traffic dropped before the war. Other
payments include Southwest Airlines, $271.4 million; US Airways, $216 million; Northwest
Airlines, $205 million; Continental Airlines, $173.2 million; and America West, $81.3 million.
Source: http://www.nytimes.com/2003/05/15/business/15AIR.html?tntema il1

9. May 13, Lloyd's Register — Lloyd’s Register launches ship and company security officer
training courses . Lloyd’s Register has begun a worldwide series of training courses for
ship security officers (SSOs) and company security officers (CSOs), to help give personnel
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from shipping companies a clear idea of how to begin implementation of the International
Ship and Port Facility Security (ISPS) Code. The courses will be available in several
locations, including London, Singapore, Mumbai, Piraeus, Vancouver, Miami, Istanbul,
Copenhagen and Rotterdam. The courses form part of an integrated approach to maritime
security which also includes Lloyd’s Register’s ISPS Practical Pack, a guide designed to help
owners and operators to meet the requirements of the forthcoming code.
Source: http://www.lr.org/news/press_releases/2003/pr0513_m_courses. htm

[Return to top]

Postal and Shipping Sector

10.May 15, South Florida Sun−Sentinel — New screening procedure puts mail back on
airlines. A new security measure introduced at Miami International Airport, in Florida,
will return mailed packages to the cargo holds of commercial airlines, a valuable business
the air carriers lost after the September 11 terrorist attacks. The Transportation Security
Administration has chosen Miami as the site of a test program that uses specially trained
dogs to detect explosive material that may be hidden in the mail. The program is being
implemented in 12 airports around the country, including those in Miami, Los Angeles, and
Chicago, in an attempt to restore much of the airline's lost business with the U.S. Postal
Service. Commercial airlines had long been contracted to carry packages as part of their
payload, but after the attacks on New York and Washington, D.C., the federal government
halted that practice as mail was considered potentially hazardous to passengers.
Source: http://www.sun−sentinel.com/news/local/miami/sfl−dmail15may1
5,0,5860460.story?coll=sfla−news−miami

[Return to top]

Agriculture Sector

11.May 15, Iowa Ag Connection — Iowa agriculture official announces steps to prevent
animal diseases. Iowa Secretary of Agriculture Patty Judge announced that the Iowa
Department of Agriculture and Land Stewardship have taken new steps to better prepare in case
of a foreign animal disease introduction into Iowa. Working in collaboration with the Center
for Food Security and Public Health at Iowa State University (ISU), the Iowa Department
of Agriculture has distributed posters which outline various diseases, the prominent
clinical signs, and their affect rate in both humans and animals. The posters were sent to
all veterinarians licensed to practice in Iowa. Wallet cards were included which have general
biosecurity tips and listed key Agriculture Department phone numbers to contact with questions
and guidance if a foreign animal disease is suspected. Training will also take place which will
allow veterinarians, licensed to practice in Iowa, to participate in becoming a member of
the Rapid Veterinary Response Team (RVRT).
Source: http://www.iowaagconnection.com/story−state.cfm?Id=38103

12.May 14, United Press International — Study reveals plunge in big fish numbers. A global
survey spanning nearly half a century reveals a 90 percent plunge in the population of
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large ocean fish, from tuna to cod, since commercial fishing vessels took to the high seas,
Canadian researchers reported Wednesday. With their numbers decreasing by as much as 80
percent in 15 years, the depleted communities could crash delicately balanced ecosystems, with
unknown worldwide consequences, the surveyors of pelagic creatures warned. "More than 90
percent of the fish we like to eat are gone," said Jeremy Jackson, a marine ecologist at the
Scripps Institution of Oceanography in La Jolla, CA, who was not involved in the study. The
statistics, which some industry scientists questioned, emerged from a 10−year analysis of
trawler surveys and U.S. and Japanese long−line fishing records compiled over 47 years
for 62 predatory species.
Source: http://www.upi.com/view.cfm?StoryID=20030514−014438−1306r

[Return to top]

Food Sector

Nothing to report.
[Return to top]

Water Sector

13.May 15, Water Tech Online — Federal wastewater security legislation introduced in
Senate. Senator James Inhofe, chairman of the Committee on Environment and Public Works,
this week introduced the Wastewater Treatment Works Security Act of 2003 (S. 1039),
legislation that would enhance and strengthen security at wastewater treatment facilities. "This
bill is part of broad effort to bolster the nation's defenses against terrorism," stated Senator
Inhofe in a news release issued by the National Rural Water Association (NRWA). According
to the NRWA, the Wastewater Treatment Works Security Act would empower the
Environmental Protection Agency (EPA) to provide $200 million in grants to states,
municipalities, inter−municipal, or interstate agencies to conduct a vulnerability
assessment of publicly owned wastewater treatment facilities, and to implement security
enhancements to reduce vulnerabilities to terrorist attack and provide technical guidance
and assistance to small publicly owned wastewater treatment facilities.
Source: http://www.watertechonline.com/news.asp?mode=4font>

[Return to top]

Public Health Sector

14.May 15, Associated Press — Toronto removed from list of SARS hotspots. The World
Health Organization (WHO) said Wednesday it no longer considers Toronto an area
affected by Severe Acute Respiratory Syndrome (SARS) and removed it from the list of
the world's hotspots. The decision was made because at least 20 days had passed since the last
domestically acquired case of SARS was isolated or had died, the United Nations agency said
on its Web site. WHO said the last such case was isolated April 20. The decision was made
following a teleconference between officials from Toronto, Health Canada and WHO,
according to the WHO Web site.
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Source: http://www.foxnews.com/story/0,2933,86903,00.html

15.May 15, Federal Computer Week — HHS monitors mock attacks. From a room laden with
communication technologies, the Department of Heath and Human Services (HHS) is
monitoring and responding to the fictitious terrorist attacks this week in Chicago and
Seattle. While first responders and health professionals rushed to the scenes of a mock
biological attack and dirty bomb explosion, HHS officials stayed connected from the command
center in the department's headquarters in Washington, D.C. The exercise, known as TopOff 2
(Top Officials 2), began May 12 and included the departments of Homeland Security and
State working with federal, state, local, and Canadian officials. The drill is intended to
analyze the response to a terrorist attack. The command center, which has been up and
running since last December, allows officials to trace the numbers of people who have
died, the number of available hospital beds, the effects of the attack, and the resources
deployed. Officials from several federal, state and local agencies, as well as first responders
and health officials, are all connected though databases and videoconferencing. HHS Secretary
Tommy Thompson called it "one of the most remarkable command centers in the county. We're
open 24 hours a day, 7 days a week."
Source: http://www.fcw.com/fcw/articles/2003/0512/web−hhs−05−15−03.a sp

16.May 14, Associated Press — Staph skin infection present in all seven Los Angeles county
jails. A drug−resistant bacteria is present in all the Los Angeles county jails and the
non−deadly staphylococcus skin infection has been detected in more than 430 people so
far this year, with another 105 infections reported last month. Last year, 920 county
inmates were infected with the drug−resistant staph infection. A report was made Tuesday to
county supervisors by a sheriff's commander. The Sheriff's Department runs seven jail facilities
countywide with more than 26,000 inmates, the majority of them men. In April, the county
Department of Health Services said the jails must curtail methicillin−resistant staphylococcus
aureus since 133 people were newly infected in March. Dr. Elizabeth Bancroft, a Health
Services epidemiologist, said the jails need to identify which inmates have the infection, do
laundry more frequently and improve inmate hygiene. Commander Richard Barrantes
said the Sheriff's Department has more than 100 vacant nursing positions in its jail
medical division and therefore does not have enough nurses to drain staph−infected
wounds.
Source: http://www.pe.com/ap_news/California/CA_LA_Jails_Bacteria_10 5759C.shtml

17.May 13, Whitehead Institute for Biomedical Research — Pathogenic yeasts and fungi: a
growing health concern. In people with healthy immune systems, cells called macrophages
and neutrophils engulf these pathogens, nipping them in the bud. But when the immune system
is weakened by disease or drugs, fungi can grow unchecked. For millennia, yeasts and fungi
have enjoyed relatively good relations with humans. "Fungal pathogens are becoming much
more prevalent in systemic infections because we have a larger immuno−compromised
patient population," says Robert T. Wheeler, a member and former director at
Whitehead Institute for Biomedical Research. This includes cancer, AIDS, and organ
transplant patients. If these patients are infected by the Candida species, the fourth most
common bloodstream infection in hospitals, they face a nearly 40 percent mortality rate.
Treatment is limited to a small number of marginally effective anti−fungal drugs that
produce significant side effects and to which the pathogens are becoming increasingly
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resistant. "Antibiotics can kill bacteria without bad side effects, but because fungi contain
cellular machinery and proteins similar to our own, it's hard to find agents to kill fungi
that don't have negative effects on us," Wheeler explains.
Source: http://www.wi.mit.edu/nap/features/nap_feature_fink_concern. html

[Return to top]

Government Sector

18.May 15, The Boston Globe — Boston area gets $16.7 million in security funds. The Bush
administration Wednesday authorized $16.7 million in homeland security money for
Greater Boston as part of a funding package for 30 urban areas. Boston and abutting towns
received the largest share in the nation in the latest round of funding and will have
flexibility to address a range of needs, from paying salaries and buying equipment to
conducting training. The state will keep 20 percent of the money and must apply it to the same
needs. ''These grants demonstrate our strong commitment to provide assistance to the men and
women on the front lines of the war against terrorism,'' Department Homeland Security
Secretary Tom Ridge said in a statement. ''The dissemination of this funding takes into
account threats, population density, and the presence of critical infrastructure which will
best help to secure our homeland in an environment where we must ensure maximum
benefit is derived from every security dollar.''
Source: http://www.boston.com/dailyglobe2/135/metro/Boston_area_gets
_16_7m_in_security_funds+.shtml

19.May 15, New York Times — New York gets $200 million for defense against terror. The
Bush administration announced Thursday that it plans to provide New York a little more
than $200 million in grants to help it defend itself against terrorist attack. The money was
part of a $700 million aid package that Congress and President Bush approved last month to
help densely populated cities considered most vulnerable to terrorist attack. The money is being
disbursed by the Department of Homeland Security. The aid package comes as New York
City spends about $13.5 million a week beefing up security at airports, subway stations,
bus terminals and other landmarks in the wake of the Sept. 11 terrorist attack. Roughly $30
million has been set aside to help officials in the New York−New Jersey metropolitan
region prepare for any radiological disaster, according to federal officials.
Source: http://www.nytimes.com/2003/05/15/nyregion/15AID.html?tntema il0=ont>

20.May 14, U.S. Department of State — Public Announcement: East Africa. On Wednesday, the
State Department issued a Public Announcement to remind Americans of the continuing
high potential for terrorist actions against U.S. citizens in east Africa. This supersedes the
Public Announcement of March 13. Travelers to east African destinations should carefully
review their plans accordingly. Americans in the region must remain vigilant with regard to
their personal security and exercise caution. Terrorists do not distinguish between official
and civilian targets. The threat to aircraft by terrorists using shoulder−fired missiles
continues in Kenya, including Nairobi. Seaports may also be targeted. Other east African
countries face similar threats. Terrorist actions may include suicide operations, bombings,
or kidnappings. Increased security at official U.S. facilities has led terrorists to seek softer
targets such as residential areas, clubs, restaurants, American commercial interests, places of
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worship, hotels, schools, outdoor recreation events, resorts, beaches, and planes.
Source: http://travel.state.gov/eafrica_announce.html

[Return to top]

Emergency Services Sector

21.May 15, Federal Computer Week — Officials emphasize regional approach. Cities and
counties must take a regional approach in developing homeland security plans or risk
squandering federal funds, state and local government officials testified before the Senate
Governmental Affairs Committee Thursday. "With 351 towns and cities, we don't want 351
plans," said Massachusetts Gov. Mitt Romney, referring to the number of municipalities in his
state. "We want regionality." He said he learned that lesson overseeing the organization and
security of the 2002 Winter Olympic Games in Salt Lake City, UT, where federal, state, local
and private−sector representatives worked to create a single integrated security plan. For
example, developing interoperable communications for Salt Lake City without involving its
neighboring jurisdictions would have been inefficient and ineffective. The committee has been
holding a series of hearings on strengthening and streamlining homeland security grant
programs to state and local governments. That same approach is needed when developing
statewide plans with the assistance of local first responders and officials, Romney said.
Source: http://www.fcw.com/geb/articles/2003/0512/web−region−05−15−0 3.asp

[Return to top]

Information and Telecommunications Sector

22.May 14, Federal Computer Week — DHS creating cyber R & D center. Charles McQueary,
the under secretary for Department of Homeland Security 's (DHS) Science and Technology
Directorate, told the House Science Committee Wednesday that the DHS is creating a
research and development center to coordinate cybersecurity efforts across civilian and
defense agencies, universities, and the private sector. In an effort to help develop
state−of−the−art and low−cost technology to prevent cyberterrorism, the DHS center will
partner with the National Science Foundation and the National Institute of Standards and
Technology, two federal agencies that deal with R & D, as well as with academic institutions
and private corporations. "The center will foster national and international cooperation in
creating a robust and defensible cyber infrastructure," McQueary said. DHS spokesman
David Wray said there is no date yet for the start−up of the cybersecurity center.
Source: http://www.fcw.com/fcw/articles/2003/0512/web−cyber−05−14−03 .asp

23.May 14, Silicon Valley — U.S. still vulnerable to cyber attack. The United States remains
ill−prepared to defend against a strike on the nation's critical computer systems because
of slow−moving federal research efforts, members of Congress said Wednesday. "The
nation quite simply has been under−investing woefully in cyber security R&D," said Rep.
Sherwood Boehlert (R−NY), chair of the House Science Committee, which brought the heads
of the four agencies to Capitol Hill to testify about their efforts. The heads of the four lead
agencies for cyber−security research −− the directors of the science foundation, DARPA, and
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the National Institute of Standards and Technology, and the undersecretary for science and
technology at the Department of Homeland Security −− said they were making progress and
beginning to work collaboratively on projects. Terrorism experts fear attacks on computer
systems that operate electricity grids, phone systems or other critical infrastructure as
part of a terrorist strike.
Source: http://www.siliconvalley.com/mld/siliconvalley/5864653.htm

Internet Alert Dashboard

Current Alert Levels

AlertCon: 1 out of 4
https://gtoc.iss.net

Security Focus ThreatCon: 1 out of 4
http://analyzer.securityfocus.com/

Current Virus and Port Attacks

Virus: #1 Virus in the United States: WORM_LOVGATE.F
Source: http://wtc.trendmicro.com/wtc/wmap.html, Trend World Micro Virus Tracking Center
[Infected Computers, North America, Past 24 hours, #1 in United States]

Top 10
Target
Ports

137 (netbios−ns), 80 (www), 1434 (ms−sql−m), 19341 (−−−), 445
(microsoft−ds), 113 (ident), 41170 (−−−), 25 (smtp), 139 (netbios−ssn),
2004 (mailbox)
Source: http://isc.incidents.org/top10.html; Internet Storm Center

[Return to top]

General Sector

24.May 15, CNN — Yemeni pair charged in USS Cole bombing. A federal grand jury
Thursday indicted two citizens of Yemen with helping the al Qaeda terrorist group plan
the October 2000 attack on the USS Cole which killed 17 U.S. sailors. Both men remain at
large after escaping with eight others from prison last month in Yemen, and U.S. officials said
the move was designed to speed their capture. Fahd Al−Quso and Jamal Mohammad
Ahmad Ali Al−Badawi were charged with 50 counts of terrorism offenses, including
murder of U.S. nationals and murder of U.S. military personnel. If they are caught and
convicted, both men could face the death penalty. "The indictment alleges that it was (Osama)
bin Laden's pronouncements to kill Americans that motivated the defendants to conduct
these terror operations," U.S. Attorney General John Ashcroft said Thursday.
Source: http://www.cnn.com/2003/LAW/05/15/cole.bombing.charges/
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DHS/IAIP Products &Contact Information

The Department of Homeland Security's Information Analysis and Infrastructure Protection (IAIP) serves as a national critical
infrastructure threat assessment, warning, vulnerability entity. The IAIP provides a range of bulletins and advisories of interest to
information system security and professionals and those involved in protecting public and private infrastructures. By visiting the
IAIP web−site (http://www.nipc.gov), one can quickly access any of the following DHS/IAIP products:

DHS/IAIP Warnings − DHS/IAIP Assessements, Advisories, and Alerts: DHS/IAIP produces three
levels of infrastructure warnings. Collectively, these threat warning products will be based on
material that is significant, credible, timely, and that address cyber and/or infrastructure dimensions
with possibly significant impact.

DHS/IAIP Publications − DHS/IAIP Daily Reports, CyberNotes, Information Bulletins, and other
publications

DHS/IAIP Daily Reports Archive − Access past DHS/IAIP Daily Open Source Infrastructure
Reports

DHS/IAIP Daily Open Source Infrastructure Report Contact Information

Content and
Suggestions:

nipcdailyadmin@mail.nipc.osis.gov or contact the DHS/IAIP Daily Report Team at
202−324−1129

Distribution InformationSend mail to nipcdailyadmin@mail.nipc.osis.gov for more information.

Contact DHS/IAIP
 To report any incidents or to request information from DHS/IAIP, contact the DHS/IAIP Watch at nipc.watch@fbi.gov
or call 202−323−3204.

DHS/IAIP Disclaimer
 The DHS/IAIP Daily Open Source Infrastructure Report is a daily [Monday through Friday] summary and assessment
of open−source published information concerning significant critical infrastructure issues. This is an internal DHS/IAIP
tool intended to serve the informational needs of DHS/IAIP personnel and other interested staff. Further reproduction or
redistribution for private use or gain is subject to original copyright restrictions of the content. The IAIP provides no
warranty of ownership of the copyright, or of accuracy in respect of the original source material.
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